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1. STATEMENT

· This RPOAS Policy Document 01/2018 under the Constitution Article 4.7 reflects the effective implementation date for the EU General Data Protection Regulation of 25 May 2018.

· The Executive Committee of the Retired Police Officers’ Association Scotland prescribes the adoption of this GDPR Policy locally at Branch level. 

· The Business Model in operation within RPOAS relies on safe and secure Information and Communication Technology (ICT) and proper data handling. Should this be jeopardised then damage to that model and to the Association’s reputation will be significant.

· Failure to comply may involve the restriction of access to national matters or removal from the Association.    

2. BACKGROUND

2.1. The advances in ICT as a diverse set of technological tools and resources used to communicate and to create, disseminate, store and manage information, has seen a considerable change in the ways and means by which information about the individual is identified, gathered, held and used.

2.2. All data held on an individual must be held in a secure manner and used appropriately for the purpose intended. 
3. LEGISLATION

3.1. Until 24 May 2018 the Data Protection Act (DPA) 1998 provided for data and its collation, use and delivery. This was a robust measure implemented by many governments to ensure the increase in electronic data being collated and used was not abused.    

3.2. On 25 May 2018 the EU Directive, General Data Protection Regulation (GDPR) became live. 
3.3. There are two classifications of those involved in the use of data – Data Controller who determines the purpose and means of processing personal data, and Data Processor who is held responsible for processing data on behalf of a controller. BOTH HAVE LEGAL LIABILITY IN THE EVENT OF A BREACH. 
4. LAWFULNESS FOR ACCEPTING AND MANAGING MEMBERS’ DATA
4.1
When a retired police officer applies to join the Association, RPOAS will communicate and share information with the individual using their home address, telephone number and email address.

4.2
Contact is established in order to improve welfare and enhance wellbeing of members. 
4.3
The purpose of communications may be to advise on details of changes in matters affecting police pensions; death of former colleagues, new or amendments to members’ benefits or to share details of general news about retired officers, their exploits and membership associations. This list is not exhaustive. 

4.4
To achieve this, RPOAS seeks data that contains personal information of individuals. This data is securely stored for the duration of membership and is updated or amended at the request and instruction of the owner – you, the individual. The data is owned by RPOAS who do not seek to use it to provide benefit to Third Parties whose use may include cold contact marketing or sales. Such use is deemed contrary to the consent, permission and undertaking given by the individual to RPOAS from the outset of their signed application to join. 
4.5
When an individual is no longer a member of RPOAS the Association undertakes to remove their data from any and all databases within 3 months of the cessation of membership. Data may be held in an archive file for the purpose of historical records of membership.

4.6
RPOAS undertakes to process any and all information in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures. 
5. SCOPE 

5.1. The manner in which an individual’s data is used must be transparent and auditable with appropriate risk and threat analysed.

5.2. Taking each of the Branches that create the Association and the AEC, RPOAS uses and manages personal data within some of the 41 roles indicated below. This list is not exhaustive and will be subject to ratification via the RPOAS Information Handling Audit:

· 12 Branch Chairs

· 12 Branch Secretaries

· 12 Branch Treasurers

· Web Administrator

· EC President

· EC Secretary
· EC Treasurer
· Administrative Assistant
5.3. The list does not include any Third Party bodies which may be given sight of an individual’s data.

5.4. Data given to, or accessed by, Third Parties, forms part of the Data Audit for RPOAS.
5.5. Personal data means any information relating to an identifiable person who can be directly or indirectly identified by reference to an identifier or membership no. These include: 
· Name
· Identification number of any sort
· Date of birth
· Address
· Email address

· Telephone number
5.6. Administration of RPOAS Data

The Web Administrator and RPOAS Administrator shall be authorised and enabled to have access to data of the Association at all times. They will report any unusual or suspicious access to the Executive Committee. 

5.7. Branch Data
All databases created and retained by Branches in connection with Association business should be managed in accordance with the requirements of the EU GDPR and this Policy. Failure to do so could leave the individual(s) liable to sanction.    

6. POLICY OF RPOAS
I. With immediate effect of its implementation, under the terms of its Constitution, the Retired Police Officers’ Association Scotland as a private body will adopt the principles of the GDPR and all data held throughout the Association will be rigorously and securely managed.

II. Signed permission will be obtained from ALL new members with a positive consent by them for the collation, retention, use, maintenance and disposal, when necessary, of any and all personal and sensitive data. 
III. The sharing of any data with Third Parties will only be carried out with the express consent and assertion via a signed permission by the individual(s) involved.
IV. All data that is held locally by Branches will be held in accordance with the GDPR principles. Local Branch Secretaries will ensure new and existing members are aware of data security and complete the relevant documentation to assert and assent to their data being managed by RPOAS.      

V. Data management on behalf of RPOAS will be reviewed annually and a Certificate of Fitness will be furnished to the National Secretary by local Branch Secretaries or others who hold data e.g. National Treasurer. All Branches will ensure GDPR is a Standing Item at their AGM and have their Chair/President sign off their compliance based on the Certificate of Fitness (See Appendix A). The three grades are: 

A. GDPR COMPLIANT – FULLY

B. GDPR COMPLIANT – PARTIALLY

C. GDPR COMPLIANT- NOT AT ALL   
The National Secretary will update Conference annually on the overall status of compliance following receipt of Branch submissions. 
(Appendix A presents the Certificate of Compliance that will be completed by both the Chair and Secretary for each Branch and subsequently submitted to the Executive Secretary within 14 days of the Branch AGM.)  

VI. Where a suspected or probable data breach is declared, the EC President is enabled to immediately reform a GDPR Working Group to evaluate the likelihood of there being a breach and the impact this may have on RPOAS business. That Group can then recommend appropriate action.
VII. Recourse is available to the EC President to report this to higher authorities if appropriate.  
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APPENDIX A
EU General Data Protection Regulation (GDPR)

Retired Police Officers’ Association Scotland

Policy 01/2018

GDPR Compliance Certificate of Fitness

In accordance with the RPOAS Policy 01/2018, we hereby certify that …………(insert name of branch)………………………………………….Branch of the Association has taken steps to ensure compliance with the Regulation and Policy, and that at the time of our Annual General meeting on …………………(insert date)………………………, we found our Branch to be (delete as appropriate)

A. GDPR COMPLIANT – FULLY

B. GDPR COMPLIANT – PARTIALLY

C. GDPR COMPLIANT – NOT AT ALL.

NOTE: Where the grade PARTIALLY or NOT AT ALL is certified, a brief synopsis of any and all remedial action taken or to be taken must be listed here with a timescale for implementation.   
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
……………………………………………………………

…………………………………………………………….

Branch Chair/President (name and sign)

Branch Secretary (name and sign)

..................…………………………………………….

Date

…………………………………………………………….

AEC Secretary (name and sign)

………………………………………….




………….………………………………………

Date Received







Date to Conference
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